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: Illuminated Intra-Camera Privacy Mechanism

Illuminated Intra-Camera Privacy Mechanism
ABSTRACT
Conventional methods for providing a privacy shutter on camera devices have included
external mechanical solutions, e.g., a physical lens clip or a physical lens cap that slides in front
of a cover glass. These external solutions provide notification to a user that a privacy mode is
active as the lens clip or lens cap can be seen by the user. However, these solutions are bulky
and add mechanical complexity to the camera device design. Other methods include providing
mechanical shutter inside the camera device. However, these fail to notify the user of the current
privacy mode of the camera. This document describes privacy shutters for camera devices, and
more specifically, an illuminated intra-camera privacy mechanism for camera devices.
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BACKGROUND
Generally, conventional methods for providing a privacy shutter on camera devices have
included external mechanical solutions, e.g., a physical lens clip or a physical lens cap that slides
in front of a cover glass. These external solutions provide notification to a user that a privacy
mode is active (i.e., the camera image sensor is unable to image the local area) as the lens clip or
lens cap can be seen by the user. However, these solutions may add mechanical complexity to
the camera device design by being bulky and adding physical growth to the device. Other
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methods for providing a privacy shutter may include a mechanical shutter inside the camera
device. However, in applications that require the user of the camera device to be aware that the
camera image sensor is blocked, some sort of notification that the privacy mode is active is
needed. An internal, privacy shutter solution that notifies the user when active is desirable.
DESCRIPTION
This document relates generally to privacy shutters for camera devices, and more
specifically to an illuminated intra-camera privacy mechanism for camera devices.
A camera device includes an optical assembly, an image sensor, a shutter, and a light
source assembly. The shutter and the light source assembly form the illuminated intra-camera
privacy shutter system (hereinafter referred to as the IICP shutter system). The optical assembly
(e.g., one or more lenses) directs light from a local area outside of the camera device to the
image sensor. The image sensor (e.g., a CCD array, a CMOS array, one or more photodiodes,
etc.) captures the light received from the optical assembly. The camera device may be part of a
fixed focus optical assembly or an autofocus assembly.
The camera device has a privacy mode setting of either active or inactive. The privacy
mode setting for the device is based on instructions from a controller (e.g., the controller of the
camera or a separate controller of an imaging system that includes the camera device). The
privacy mode setting is a camera device parameter. For example, this camera device parameter
may be determined by the user of the device via a mechanical input (e.g., by flipping a switch, by
hitting a button, etc.) or via a voice command (e.g., the user saying, “Turn on”, “Activate”, etc.).
In an active privacy mode setting, the light from the local area is blocked from reaching
the image sensor. In an inactive privacy mode setting, the light from the local area is not blocked
from reaching the image sensor. The shutter has an open state (i.e., a privacy mode setting of
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inactive) and a closed state (i.e., a privacy mode setting of active). In the open state, the shutter
does not block the light from the local area from reaching the image sensor. In the closed state,
the shutter is positioned to block the light from the local area from reaching the image sensor. In
the closed state, the light source assembly may also activate (i.e., the light source assembly may
emit light from a light source). An activated light source assembly informs people in the local
area (e.g., a user, viewer, etc.) that the privacy mode setting is active.

FIG. 1 shows a cross section of an example camera device with the IICP shutter system.
The camera device includes an optical assembly, an image sensor, a shutter, a switch, a light
source assembly, and a light source. While FIG. 1 illustrates the components of the camera
device in example locations, the components may be located elsewhere on the camera device and
the camera device may include more or fewer components than what is shown in FIG. 1.
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The camera device captures light from the local area within a field of view of the camera
device. The light from the local area enters the camera by traveling through the optical
assembly. The optical assembly directs light from the local area towards the image sensor. The
optical assembly includes one or more optical elements and a camera lens barrel. The optical
elements may include an aperture, a convex lens, a concave lens, a filter, a reflecting surface, any
other suitable optical element that affects light, or any combination thereof. For example, the
outermost optical element can be a cover glass. The camera lens barrel allows the light to pass
between the one or more optical elements and the image sensor. The camera lens barrel may
include one or more lenses.
The image sensor captures the light received from the local area. The image sensor may
include a CCD array, a CMOS array, one or more photodiodes, etc. Various parameters (e.g., a
privacy mode setting, a focal length setting, a frame rate setting, a shutter speed setting, an
aperture setting, a focal point setting, etc.) configure the capturing of light by the image sensor of
the camera device. The light captured by the image sensor may be in the visible, infrared, or
some other wavelength of light.
In FIG. 1, the shutter controls the amount of light from the local area in the optical
assembly that reaches the image sensor. Depending on the privacy mode setting, the shutter may
be in a closed state or in an open state. Depending on the state of the shutter, the shutter is
located in a different position. In a closed state, the shutter is positioned to block all of the light
from the local area in the optical assembly from reaching the image sensor. In the open state, the
shutter is positioned to not block the light from the local area in the optical assembly from
reaching the image sensor.
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For example, the shutter may be coupled to a motor that controls the movement of the
shutter (i.e., closed or open). As illustrated in FIG. 1, the shutter is located between the optical
assembly and the image sensor. Alternatively, the shutter can be located elsewhere in the camera
device (e.g., between the cover glass and the optical assembly). The shutter may be controlled
by a switch. For example, an activated switch (i.e., a switch in the ‘on’ position) controls the
motor of the shutter to close and block the light. In another example, a deactivated switch (i.e., a
switch in the ‘off’ position) controls the motor of the shutter to open and not block the light. The
switch may be mechanical or electrical. Examples of a switch include a solenoid switch a microelectromechanical system (MEMS), etc.
In some camera devices, the shutter is an optical waveguide. The optical waveguide
includes a first surface and a second surface that is opposite the first surface. The first surface is
closer to the image sensor than the second surface. The first surface may include a mirror layer
or one or more light sources of the light source assembly (e.g., electroluminescent panels). In
some devices, the optical waveguide, the first surface, the second surface, or some combination
thereof may be configured to diffuse light and output the diffused light through the first surface.
For example, the first surface may be coated with a diffusing film that acts to diffuse light in a
visible band. Light may be incoupled into the optical waveguide from one or more edges of the
optical waveguide and/or the first surface of the optical waveguide.
The light source assembly includes one or more light sources. The light emitted by the
one or more light sources is in the visible band. In the illustrated example, the emitted light
passes through the optics assembly before entering into the local area. The light source may
include a light-emitting diode (LED), a vertical cavity surface emitting laser (VCSEL), an
electroluminescent panel, etc. In one example, the light source assembly emits light based on a
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shutter state (e.g., open or closed) of the shutter. For example, if the shutter state is open, the
light source assembly instructs the one or more light sources to not emit light, and if the shutter
state is closed, the light source assembly instructs the one or more light sources to emit light. In
another example, the light source assembly emits light based on the privacy mode setting. For
example, if the privacy mode setting is inactive, the light source assembly instructs the one or
more light sources to not emit light, and if the privacy mode setting is active, the light source
assembly instructs the one or more light sources to emit light.
As described below with regard to FIGs 2A- 2B and 4A-4B, the light source assembly
may be configured to emit light that is incoupled into the optical waveguide. The incoupled light
is outcoupled toward the local area. In other configurations, e.g., as described below with regard
to FIGS 3A-3B, the light source is coupled directly to the second surface of the shutter and emits
light toward the local area. The light source provides a signal (i.e., a light signal) to the user to
signify the privacy mode setting is active and the shutter is in the closed state.
The IICP shutter system for a camera device has two modes of operation. In the first
mode, the privacy mode setting is inactive, the shutter is in the open state, light from the local
area may reach the image sensor, and the light source assembly is inactive. As no light is being
emitted from the camera device, a user within the local area is on notice that the privacy mode
setting is inactive, and that the camera may be active. This mode is described in further detail in
FIGs 2A, 3A, and 4A.
In the second mode of operation, the privacy mode setting is active, the shutter is in the
closed state, light from the local area is blocked from reaching the image sensor, and the light
source assembly is active. As light is being emitted from the camera device (e.g., appears to
originate from within the optical system beside it), the user within the local area is notice that the
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privacy mode setting is active, and that the camera is inactive. This mode is described in further
detail in FIGs 2B, 3B, and 4B. In some configurations, the closed state of the shutter may cause
the image sensor to go inactive and/or power down.

FIG. 2A shows a cross-section of a camera device with an edge coupled IICP shutter
system in a first mode of operation. The camera device in FIG. 2A is a camera where the shutter
is edge coupled. Edge coupled refers to the light emitted by the one or more light sources of the
light source assembly entering the shutter from the side. In this configuration, the shutter is an
optical waveguide and the edge coupled light is outcoupled toward the local area. In the
illustrated first mode of operation, the privacy mode setting is inactive and the shutter is in an
open state. In the open state, the shutter is not blocking the light from the local area from
reaching the image sensor and the light source assembly is inactive. The inactive light source
assembly notifies the user that the privacy mode setting is inactive and the camera may be active.
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FIG. 2B shows a cross-section of the camera device of FIG. 2A with the shutter in a
second mode of operation. In the illustrated second mode of operation, the privacy mode setting
is active and the shutter is in a closed state. In the closed state, the shutter is blocking light from
the local area from reaching the image sensor and the light source assembly instructs the light
source to emit light. The emitted light is edge coupled into the optical waveguide of the shutter
and outcoupled toward the local area. The emitted light notifies the user that the privacy mode
setting is active and the camera is inactive.
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FIG. 3A shows a cross-section of a camera device including an IICP shutter system with
a top-firing light source in a first mode of operation. The camera device including the IICP
shutter system in FIG. 3A is substantially the same as the camera device with the IICP shutter
system described in FIG. 1 except that the light source of the light source assembly is coupled to
a second surface of the shutter and top-firing. Top-firing refers to the light source emitting light
directly toward the local area through the optical assembly. In some configurations, one or more
light sources are coupled to the second surface of the shutter. In the illustrated first mode of
operation, the privacy mode setting is inactive and the shutter is in an open state. In the open
state, the shutter is not blocking the light from the local area from reaching the image sensor and
the light source assembly is inactive. The inactive light source assembly notifies the user that the
privacy mode setting is inactive and the camera may be active.
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FIG. 3B shows a cross-section of the camera device of FIG. 3A with the shutter in a
second mode of operation. In the illustrated second mode of operation, the privacy mode setting
is active and the shutter is in a closed state. In the closed state, the shutter is blocking light from
the local area from reaching the image sensor and the light source assembly instructs the light
source to emit light toward the local area. The emitted light notifies the user that the privacy
mode setting is active and the camera is inactive.
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FIG. 4A shows a cross-section of a camera device with an IICP shutter system with a
light source assembly located on a first surface of the shutter in a first mode of operation. The
camera device with the IICP shutter system in FIG. 4A is substantially the same as the camera
device with the IICP shutter system described in FIG. 1 except that the light source assembly is
located on a first surface of the shutter. In this configuration, the light source assembly emits
light that is incoupled into the shutter (as an optical waveguide). The incoupled light is then
outcoupled toward the local area. In the illustrated first mode of operation, the privacy mode
setting is inactive and the shutter is in an open state. In the open state, the shutter is not blocking
the light from the local area from reaching the image sensor and the light source assembly is
inactive. The inactive light source assembly notifies the user that the privacy mode setting is
inactive and the camera may be active.
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FIG. 4B shows a cross-section of the camera device of FIG. 4A with the shutter in a
second mode of operation. In the illustrated second mode of operation, the privacy mode setting
is active and the shutter is in a closed state. In the closed state, the shutter is blocking light from
the local area from reaching the image sensor and the light source assembly instructs the light
source to emit light. The emitted light is incoupled into the optical waveguide of the shutter and
outcoupled toward the local area. The emitted light notifies the user that the privacy mode
setting is active and the camera is inactive.
In another example configuration of the camera device, the light source of the light
source assembly is coupled to a surface where the image sensor is coupled – and there is no
mechanical privacy shutter. The light source emits light directly toward the local area through
the optical assembly. In a first mode of operation, the privacy mode setting is inactive and the
light source does not emit light. With the privacy mode setting of inactive, the light from the
local area reaches the image sensor and the light source assembly is inactive. The inactive light
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source assembly notifies the user that the privacy mode setting is inactive and the camera may be
active.
In a second mode of operation of this configuration, the privacy mode setting is active
and the light source emits light. The light emitted by the light source effectively ‘blinds’ the
image sensor. Thus, light from the local area does not reach the image sensor. The active light
source assembly notifies the user that the privacy mode setting is active and the camera may be
inactive.
The foregoing description of the configurations are illustrative. Modifications to the
configurations and variations are possible.
CONCLUSION
This document describes privacy shutters for camera devices, and more specifically, an
illuminated intra-camera privacy mechanism for camera devices.
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